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BLACKBERRY Deploying BlackBerry Desktop and Handheld Software

Introduction

This document is intended for system administrators who install, manage, and support BlackBerry™ desktop and
handheld software.

This document discusses the software deployment enhancementsin BlackBerry Desktop Manager version 3.5 and
BlackBerry Desktop Manager version 3.6. It also recommends how to use BlackBerry Desktop Manager version 3.6
to take advantage of these enhancements for mixed handheld deployments.

The key to deploying and upgrading software effectively isto use a distributed implementation with centralized
control. With BlackBerry Desktop Manager version 3.5, you can use existing software distribution systemsto
remotely push the BlackBerry Desktop Software to computers in an organization. Y ou can deploy an installer that
includes preconfigured default user settings for new users, but preserves the settings for users who are upgrading
existing software. These options result in lower BlackBerry deployment costs.

Y ou can aso use BlackBerry’s I T policy mechanism to enforce handheld software upgrades, and specify how many
times users can connect their handheld to their computer before they are forced to upgrade to new software. Y ou can
usetheIT policy system to create a custom message that users see with the upgrade prompt. This message can
inform users of the new features that the upgrade provides, how long the upgrade will take, and so on.

BlackBerry Desktop Manager version 3.6 extends the new functionality to support large deployments of multiple
handheld platforms from multiple service providers, which enables a single deployment strategy.

Simplifying deployment
Simplified software deployment reduces installation and upgrade costs, which means a lower total cost of ownership
(TCO) for the BlackBerry solution.

BlackBerry Desktop Manager version 3.5

Silent install
Thesilent install enables you to perform the following tasks:

+ use exigting software distribution systems to push the BlackBerry software to multiple computers within an
organization remotely

+ configure default desktop software settings (for example, automatic backup settings, default Intellisync settings,
and default filters) for new installations

+ preserve dl existing user settings

Forced handheld upgrade

Note: The forced handheld upgrade feature requires BlackBerry Enterprise Server version 3.5 for Microsoft®
Exchange or BlackBerry Enterprise Server version 2.2 for Lotus® Domino™.

Using BlackBerry's I T policy system, you can force a handheld upgrade after users start the desktop software and
connect their handheld to their computer. Y ou can define both the number of restarts that users are allowed before
they are forced to upgrade and the warning text that appears.

With the forced handheld application upgrade feature, you can perform the following tasks:

+ make sure that users are running the correct handheld applications, which simplifies supporting the handhelds
(especially in environments with multiple handheld models and networks)

+ configure an upgrade warning message that notifies users that their handheld software must be upgraded, and
that tells users when the upgrade will be forced
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+ define how many times users can start the desktop software and connect their handheld to their computer without
choosing to upgrade; after the user exceeds this number, the user cannot cancel the message, and isforced to
upgrade the handheld software

Simplified Application Loader

The Application Loader application automatically backs up and restores user data during an upgrade.

BlackBerry Desktop Manager version 3.6

In addition to the features provided in BlackBerry Desktop Manager version 3.5, the BlackBerry Desktop Manager
version 3.6 provides the features described below.

Modular installer design

In the BlackBerry Desktop Manager version 3.6, the desktop and handheld software are contained in separate
installers: asingle installer for desktop software, and individual handheld software sub-installers for al BlackBerry
Wireless Handhelds™.

Modular packaging design offers the following benefits:

Mixed handheld deployments support: You can use the silent install feature to deploy a single software package.
This single package contains the desktop software and the appropriate handheld software sub-installers for the
multiple handheld platforms and service providers that are supported by an organization (for example, BlackBerry
6710 Wireless Handheld™ from Service Provider A, BlackBerry 6710 Wireless Handheld™ from Service Provider
B, BlackBerry 5820 Wireless Handheld™ from Service Provider C, and so on).

The Application Loader loads the appropriate handheld software on each user’ s handheld, as authorized by the
service provider.

Enhanced softwar e upgrade control: Y ou can select which software components to install or upgrade, asin the
following examples:

+ For new users with handhelds that are preloaded with the latest handheld software, they can install only the
desktop software.

+ When adesktop software upgrade is not required, they can deploy a handheld software sub-installer to upgrade
only the handheld software.

Installation information

Package components
The package consists of asingle BlackBerry Desktop Manager installer and, possibly, multiple handheld software
sub-installers.
BlackBerry Desktop Software installer
+ All handhelds use a standard BlackBerry Desktop Software installer.
+ You can obtain the desktop software installation media on CD, from the service provider, or from
www. bl ackberry. com
Handheld software sub-installers

+ Handheld software sub-installers are provided separately, so that you can obtain and package only those that
apply to your environment.

+ You can download handheld sub-installers through the service provider.
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*

The handheld software-specific user guide is provided on the product CD and on the service provider’ s web site.
The relevant handheld user guide isinstalled with the handheld software. Users can view the handheld user
guide after the handheld software sub-installer is installed by, in the desktop software, on the menu bar, clicking

Help > Handheld User’s Guide.

End-user permission requirements
The user that is signed on when the installers run must have permissions to do the following:
+ writeto theinstallation folder (for example, c: \ Progr am Fi | es\ Research I n Mtion\ Bl ackBerry)
+ register COM components
+ writeto the following registry keysin HKEY_LOCAL_MACHI NE\ Sof t war e:
¢ \Mcrosoft\Wndows\ Current Version\App Pat hs
¢ \Research In Modtion\Bl ackBerry

¢ \Mcrosoft\Wndows\ Current Version\Uninstall

Deploying software

To deploy desktop and handheld software using the modular installer design, complete the following steps:
1. Obtaintheinstallers.

2. Create the package.

3. Deploy the package.
4

. Force handheld software upgrades.

1. Obtain the installers

+ Obtain the desktop software CD, or download the desktop software installer from your service provider or the
BlackBerry web site (www. bl ackberry. com).

+ Download the relevant handheld sub-installers from your service provider or from the BlackBerry web site
(wwv. bl ackberry. com.

2. Create the package

The silent install feature enables you to define custom installer and desktop software behavior. When you initially
deploy BlackBerry, you can use this feature to make sure that users have a consistent installation and desktop
software configuration. The desktop software settings are applied when there is no existing version of the desktop
software; if theinstaller detects an existing version, the user’ s desktop software settings are preserved.

Note: The software deployment examplesuse N: \ Bl ackBerry_I nst al | asthe network path and directory in
which the installation files are located.

Supporting Documentation: Refer to the BlackBerry Desktop Software Slent Install technical advisory in the
Technical Knowledge Center |ocated at www. bl ackber ry. com for more information.

Step 1: Extract the installer files

Note: If you have a CD image with unzipped files, copy thefilesto N: \ Bl ackBerry_I nstal | .

1. Create an instalation directory (for example, C: \ Tenp) to which you can extract the installer files.

2. Run the desktop software installer, and extract the installer files to the directory that you created.

3. When you are prompted to install the BlackBerry Desktop Software, click Cancel.
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4. Copy theinstall filestoN: \ Bl ackBerry_Instal | .

Step 2: Add the handheld sub-installers (optional)

In the installation directory, create aDevi ce directory (for example, N: \ Bl ackBerry_I nstal | \ Devi ce), and add
all required handheld sub-installers to it. The desktop software installer automatically calls these sub-installers as
part of asingle installation process.

Step 3: Record the installation

Thesilent install feature for the BlackBerry Desktop Software enables you to run a prototype installation in record
mode, which generates aresponse file. To use the response file when running set up. exe for end users, specify the
/'s option. When the BlackBerry Desktop Software installer runs with aresponse file, it runsin silent mode (with
no user interface), and al installation options automatically match the options that you made during the recorded
prototype installation.

To record the installation, at the command prompt, run the BlackBerry Desktop Software installer using the
following syntax:

Setup.exe /r [f1“N:\ Bl ackBerry_Install\setup.iss”
Note: Thereisno spacebetween/f1 and“ N\ Bl ackBerry_Instal | \setup.iss”.

Theinstaller selections are saved to the following responsefile: N: \ Bl ackBerry_I nstal | \ set up.i ss.

Step 4: Record the default BlackBerry Desktop Manager settings (optional)

Y ou can aso run the BlackBerry Desktop Manager application in record mode. This enables you to define desktop
software settings and export them to text (.txt) files, which you can deploy with the BlackBerry Desktop Manager
installer. The desktop software configuration settings that you define are applied when the desktop softwareis
installed on a computer on which there is no existing BlackBerry Desktop Manager installation.

Note: The generated text files must be in the installation directory (for example, N: \ Bl ackBerry_I nstal | ) for
the desktop software installer to execute them.

1. At the command prompt, change to the directory in which the BlackBerry Desktop Manager isinstalled (for
example, N: \ Bl ackBerry_Install).

2. Runthe BlackBerry Desktop Manager using the following syntax:
Deskt opMyr.exe /r N \BlackBerry_Install

3. InBlackBerry Desktop Manager, configure the default settings that you want to apply to the users' desktop
software.

4. After you define the desired settings, close the BlackBerry Desktop Manager. The settings are written to the
following .xml files, which are created in the location that you specified:

File name Related tool | Settings
Def aul t sDeskt op. xn Desktop View: Show Status Bar, Large icons, Small
Manager icons

Options: Hide When Minimized, Connection
Settings (excluding Serial Port settings)
Backup and Restore > Options: all
configurable settings

Intellisync: Reconcile email, Synchronize
PIM, Update handheld’s date and time,
Configure email, Auto start

Def aul t sRedi rect or Settings. xm | Redirector General tab: All configurable settings
Settings Filters tab: All configurable settings
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Security tab: All configurable settings

Advanced tab: Don't save a copy to the
Sent Iltems folder

Defaul tsintellisync. xm Intellisync Configure PIM > Choose: Handheld
application, operation (Import, Export, or
Synchronize)

Configure PIM > Advanced: Confirmation,
Conflict Resolution, and Date Range
(Calendar only) settings

Thefollowing files should appear in N: \ Bl ackBerry_Instal I\
+ the BlackBerry installation files that you copied from the CD or extracted in Step 1
¢ Setup.iss: theresponsefile that you created in Step 3
+ Thefollowing desktop software default settings that you created in Step 4 (optional):
¢ Defaultsintellisync.xnl: Intelisync default settings
+ Def aul t sDeskt op. xm : BlackBerry Desktop Manager default settings
¢ Defaul tsRedirectorSettings. xm : Redirector Settings default settings

Step 5: Define required applications (optional)
Y ou can optionally define required handheld applications that users are required to install or upgrade.

1. InWindows Explorer, locate the C: \ Pr ogr am Fi | es\ Conmon Fi | es\ Research In
Mot i on\ Shar ed\ Loader Fi | es directory.

2. Open the directory of the handheld software sub-installer that you want to update.
3. Inatext editor, open the desired application’s .ax file (for example, Phone. al x).

4, Below theline, <copyri ght >Copyri ght 1998- 2002 Research | n Mti on</copyri ght>, addthe
following line:

<requi red>true</required>

When users run the Application Loader, the applications that have the .alx file name extension with thisflag set are
no longer optional. These components are selected by default and are grayed-out in the Application Loader Wizard.

3. Deploy the package
1. Useyour preferred software distribution program to push the installer package to users' computers.

2. If youruntheinstaller fromtheN: \ Bl ackBerry_I nstal | directory that you defined above, run the installer
using the following syntax:

setup.exe /s /fl”setup.iss” /f2"%EMP% bbi nstall .| og"

If you do not run the installer from the network directory that you defined above, run the installer using the
following syntax:

N:\ Bl ackBerry_Install\setup.exe /s /f1“N:\Bl ackBerry_Install\setup.iss”
[ f 2" Y9TEMP% bbi nstal | . | 0g”

Note: The/ s switch runs the installer in silent mode.

Note: The/ f 2 switch enables you to specify the installer’slog file (Set up. | og) location. In the steps above,
thelog file is generated on the local computer. If this switch is not present, the log file is generated in the
directory in which the responsefile is located.
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3. If you defined required handheld applications, deploy the updated .alx files (created in Step 5 above)
immediately after you deploy the software package.

Desktop and handheld software installer behavior

When the desktop software installer runs, it opens any handheld software sub-installer .exefilesin the Devi ce

subdirectory. End users see a progress screen, but they do not interact with the installer.

Application Loader behavior

To install handheld software, end users must connect their handheld to their computer and run the Application
Loader. If you defined required applications, the applications are selected by default on the Application Loader’s
Handheld Application Selection screen. The user cannot clear the option to choose not to upgrade applications that
are required. Required applications are also automatically installed or updated during a forced handheld upgrade.

If users run the Application Loader, and no handheld software is installed for their handheld, the Application Loader
Wizard informs them that no actions are required, and they can click Finish to exit the application.

4. Force handheld software upgrades

After you deploy the custom installer, you can force users to upgrade their handheld software by defining the Force
Handheld Upgrade I T policy. ThisIT policy defines the number of times that users can restart the BlackBerry
Desktop Manager before they are forced to run the Application Loader and upgrade the handheld applications.

The Force Handheld Upgrade IT policy
The BlackBerry Enterprise Server Software enables you to configure I T policies that control desktop software
behavior.

Define the forced handheld upgrade using wireless IT policy

ThewirelessIT policy feature is provided with the BlackBerry Enterprise Server version 3.5 or later for Microsoft
Exchange.

1. Inthe BlackBerry Server Management console, define the following I T policy settings:

¢ Forcel oadCount: Define the number of times that users are prompted to upgrade their handheld software
before they are forced to upgrade. The users are prompted each time that they start the desktop software and
connect the handheld to the computer.

+ Forcel oadM essage: Define the message that appears when users are prompted to upgrade their handheld
software. (For example, New handheld applications ar e available. Please use the Application Loader to
upgrade your handheld applications. Thethird time you receive this upgrade reminder, you will be
forced to upgrade your handheld software.)

2. Deploy the policies to the users whose handhelds you want to upgrade.

Supporting Documentation: Refer to the BlackBerry Enterprise Server for Microsoft Exchange Administration
Guide for information about defining and deploying IT policies and the Wireless I T Policy and IT Administration
white paper. Both documents are available in the Technical Knowledge Center at www. bl ackberry. com

Define the forced handheld upgrade using ITPolicy.exe

ThelT policy tool (1 TPol i cy. exe) is provided with the BlackBerry Enterprise Server for Lotus Domino and the
BlackBerry Enterprise Server for Microsoft Exchange. You can find the I T policy program and related resourcesin
the Tool s directory on the BlackBerry Enterprise Server CD.

1. InthelT policy application, define the following IT policy settings:
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¢ Forcel oadCount: Define the number of times that users are prompted to upgrade their handheld software
before they are forced to upgrade. The users are prompted each time that they start the desktop software and
connect the handheld to the computer.

+ ForceHandheldUpdateM essage: Define the message that appears when the user is prompted to upgrade.
(For example, New handheld applications ar e available. Please use the Application Loader to upgrade
your handheld applications. Thethird time you receive thisupgrade reminder, you will be forced to
upgrade your handheld software.)

2. Deploy thepol i cy. bi n file, either locally or on a network drive, to the users whose applications you want to
upgrade.

Supporting Documentation: Refer to the I T Policy Getting Started Guide for information about defining and
deploying IT policies and the IT Policy Manager white paper. Both documents are available in the Technical
Knowledge Center at www. bl ackberry. com

Tracking handheld software versions
Y ou can verify that the handheld software was upgraded successfully.

1. Onthe user's computer, go to the following directory:

C:\ Documents and Settings\<userid>\Application Data\Research In
Mot i on\ Bl ackBer ry\ Loader History

2. Inatext editor, open the following files:
¢ <handhel d_PI N>. xm : shows the handheld’ s current operating system and module version numbers

¢ <handhel d_PI N>- pr ev. xn : shows the handheld’ s previous operating system and module version
numbers

3. Verify that the handheld software upgrade occurred.

Tip: If you arerunning the BlackBerry Enterprise Server version 3.5 or later for Microsoft Exchange, you can also
usethewireless I T policy feature to verify that a user’ s handheld software was upgraded successfully. Send an IT
Policy update to the user for whom you want to verify the software version. If the user has not upgraded to
BlackBerry Handheld Software version 2.5 or later or version 3.6 or later (both of which support wireless I T policy),
in the BlackBerry Server Management, the Policy Status remains Received. If the user has upgraded to aversion
that supportswireless I T policy, the Policy Statusis Applied Successfully. (If the status differs from the two that are
listed above, refer to the BlackBerry Enterprise Server for Microsoft Exchange Administration Guide for
information about the Policy Status values.)

Removing software

When desktop software isinstalled with handheld sub-installers, an entry is added to Add/Remove Programs for
both the desktop software and each handheld software version that was installed with the desktop software. When
end users use Add/Remove Programs to remove the desktop software, all associated handheld sub-installers are also
removed.
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